
 

SS19Hack Northern Cape: Briefing and Guidance 

 
1. Introduction: SS19Hack and Objectives 
 
Security Summit 2019 Hackathon (SS19Hack) is a hackathon event set on the sidelines of the 
14th annual ITWeb Security Summit. It is set against a backdrop of the need to address the 
national crisis of a shortage of Cyber Security skills capacity in the country. The Northern 
Cape Department of Economic Development and Tourism (DEDAT) had always extended the 
Hackathon to the province in collaboration with NCDev Ecosystem and Sol Plaatje University. 
 
Important Dates for 2019: 
 

● 24 May: SS19Hack preparation: Industry Discussion, Sol Plaatje University 
 

● 24 - 25 May: SS19Hack Hackathon in Kimberley, Sol Plaatje University 
 

● 28 - 29 May: SS19Hack Hackathon in Johannesburg, Sandton Convention Centre 
 
Key Objectives 
 

- Introduce young tech talent into information security 
- Secure By Design: Getting young talent to build with security in mind 
- Connect Hackathon participants with the summit delegates 
- Identify and pursue InfoSec inclined tech talent for hire 
- Showcase and build skills capacity in the summit’s climate 

2. IDEATHON REPORT: Kimberley, SPU (6 April, 2019) 

 



 

 
2.1 Event Info Report 
 
Led by Sol Plaatje University (SPU), NCDev Ecosystem and the Geekulcha Student Society, the 
Kimberley edition of the Security Summit Hackathon IDEATHON was hosted at the Lunka 
Jantjie House. SPU Lecturer, Miss Eva Mamabolo available to assist the participants during the 
IDEATHON alongside Mr Barrington Hulana (GKSS Chairperson) and Mr Keen Gwells (leader 
of the NCDev Ecosystem). 
 
Presentation sessions for the Kimberley edition were Live-streamed through Facebook and 
YouTube. Powerpoint presentations for the sessions were sent to GKSS SPU team. 
 
Summary of Information and Resources 
 

- Participation: About 50 students 
- Photos: http://bit.ly/2KRDQ3U  
- Resource Page: ss19hack.ncdev.co.za 

 
Highlights: Programme executed according to the plan; The environment was very conducive 
and enabling for participants; Lowlights: Finished a bit late due to an late start; No mentor from 
Gauteng could go. 
 
NB: 50 participants will take part. Resultant Ideas to be availed. A Capture The Flag challenge 
will be customized and hosted for the Kimberley edition by Snode Technologies team.  

 

 

http://bit.ly/2KRDQ3U


 

3. Theme Outline SS19Hack (24 – 25 May, 2019) 
 
To ensure that the participants are guided and building in line with Security and the summit 
itself, a theme is set in place every year. 
 
2019 Theme  
Protecting the Digital Citizen in the 4th Industrial Revolution 
 
How to generate ideas: Participants must think of an idea in a particular sector. Solutions must 
directly be helping tech (app) consumers. Each team must be addressing, at minimum 3 
vulnerabilities and build a risk-mitigated solution. 
 

- Citizen to government tech (Civic Tech) 
- Primary healthcare 
- Home consumer solutions (IoT) 
- Enterprise building access 
- Digital Education - smart classrooms, administration, tablets in school, etc. 
- Etc. 

 
Example Scenario: In the 5 years-time, commuters in South Africa will be using apps to book a 
space in a taxi. As team Xtech, we have identified that there would be these vulnerabilities in 
such apps: XSS, CSRF, SQL injection and others. We have built an app that mitigate risk onto 
the users (commuters). 
 
Innovation: SSHACK has traditionally placed a focus on leaving space open for creativity and 
novelty from the young minds. Ideas are not limited to the above, participants are encouraged to 
think about possibilities of applying technology to solve real world problems... as long as it’s 
within the broad context of the general theme which can be approached from many different 
angles, but always in the context of security. 
 
 
 
 

 

 



 

 
4. Guidance: SDLC, Stacks, Methods, Techniques, etc.  
 
Guidance started at the Ideathon, following the training and presentations, the afternoon served 
to further set context and present real world problems by the mentors, and for mentors and 
participants to network for first impressions.  
 
As we prefer that a mentor works with one team based on mentor’s experience or interest in the 
sector or technologies; a mentor does not have to be a security guru. You must identify possible 
teams based on final submissions of ideas a week later.  
 
The teams chosen to be mentored are the ones who go through to the Hackathon. 
 
Teams are allowed (and quietly encouraged) to start working early on their solution and it’s your 
responsibility to guide them on the development of the idea; feasibility and tools usage. You can 
start early after you pick a team, first come first serve, or often at the first day of the hackathon. 
 
After guiding your team on day 1, you should submit an assessment by 16:00, 28 May. 
 
Secure by Design: In each phase of the Software Development Life Cycle (SDLC), a team 
must show how they considered and implemented security. A check on best practices and 
standards, guidance from mentors here is needed. 
 

5. Focus Outset and Judging: 30% on Innovation 
 
Based on theme, participants have the freedom to choose a sector of focus and what to build 
and implement security for. The solution must be innovative and take cognizance of 
uniqueness/improvement, social impact and scalability. 
 
Judging plan: 
 

- State sector problem and solution (innovation thereof) 
- Demo the application/system 

 

 



 
A Business Model is not of key focus with the scope of the Hackathon. 
 

6. Focus Outset and Judging: 70% on Security 
 
As this is a Security hackathon, participants must have worked to implement security on their 
applications. The following is an outline of how teams will be judged: 
 
a) Scan and Assessments Reports Collected 
 

- 3 Vulnerability scan reports using tools like OWASP ZAP will be collected in time 
intervals throughout the Hackathon 

- Mentors will assess and submit their teams’ work and practice by 16:00 on the 28th of 
May, based on a set rubric criteria. 

 
* These will be submitted to the judges to assist in the judging process. Judges must give/rate a 
vulnerability score for a team, based on effort of Risk Mitigation. Mentors assessments will also 
be considered for this aspect. 
 
b) Show&Tell: 
 

- Inject into own application with scripts on forms and others. 
- Show backend(database, instances) configurations and usage of special mechanisms 
- Bonus Points: Special thing done like hacking onto other participants 

 
c) Best Practices 
 

- Explain the SDLC diagram to get an idea of the process flow 
- List all tools used and for what… are these modern or best practices? 
- Policy and Regulation: Are they talking NCPF, PoPI, GDPR, etc. 

 
 

 

 
 

 



 

7. Judging Rubric: 25 May 2019 
 

Team Name Innovation 
 
0 - 15 

SDLC 
 
0 - 10 

Vuln Score 
 
0 - 5 

Security Level 
 
0 - 15 

Bonus 
 
0 - 5 

Comment 

 
 

      

 
 

      

 
 

      

 
 

      

 
 

      

 

8. The Mentors 
 
Each team will be allocated a mentor to work with on the Hackathon solutions. A briefing for the 
mentors will also be done ahead of the Hackathon. 
 

● Mr Bernard Mashala (Transnet Lead) 
● Mr Ivan Regasek (ITWeb) 
● Mr Lee Annamalai 
● Ms Thulisile Dlamini(Ikusasa Technology Solutions) 
● Mr Sol Bhala (PwC) 
● Mr Keenan Gwells (NCDev Ecosystem) 
● Mr Muzi Ntombela (CPSI) 
● Ms Eva Mamabolo (SPU) 
● Mr Mohau Girruite (DEDAT) 
● Mr Tiyani Nghonyama (Geekulcha) 

 



 

9. The Hackathon Programme 
 
Day1: 24 May 2019 (MC: Keenan Gwells, NCDev Ecosystem) 
 

Time Activity Description Responsibility 

11:00 - 13:00 ICT Discussion Public ICT Discussion Platform with 
Grind Startup 

DEDaT/Startup 
Grind 

16:00 - 17:00 Arrival and registration Get to the venue, coffee and tea 
available 

GKSS Team 

17:00 - 17:10 Kickstart and Briefing House rules, plan, judging, mentors Tiyani Nghonyama 
GKSS Team 

17:10 - 18:00 Partners Presentations Dept. of Economic Development and 
Tourism (host) 
ITWeb 
Sol Plaatje University 
PwC 
NC Technology Station Upington 
Snode Technologies 

Representatives of 
the different 
organizations 

18:00 - 18:30 Resources, Tools and 
Ideathon 

Teams in place and meet their 
mentors 

Bernard Mashala 

18:30 - 20:30 Hack-away Everyone at work Hackers 

20:30 - 21:30 Dinner served Served at the Hackathon venue Everyone 

21:30 - 00:00 Hack-away Soldier on; Red Bulls and midnight 
snacks served 

Hackers and 
Mentors 

00:00 - 00:30 Mid-night pitch Each team give an update on projects Hackers 

 



 
Day 2: 25 May 2019 
 

Time Activity Description Responsibility 

00:30 - 08:30 Hack-way Working throughout the night Hackers 

08:30 - 09:00 Breakfast Breakfast while thinking of presentation Breakfast 

09:00 - 09:30 Mentors and Team Brief the mentors and resolve issues Hackers 

09:30 - 12:30 Hack-away Continue working 
 
* 12:15, everyone must go to planery 

Hackers 

12:30 - 12:50 Session at Plenary Hackathon update to delegates 
 

NCDev Ecosystem 

13:30 - 14:30 Crunch-time Finish off 
 
Powerpoint presentations collected by 14:00 

GKSS 

14:30 - 16:30 Judging Finale: Present to the judges Judges 

16:30 - 16:45 Judges Deliberation Choosing the top 3 winning teams Judges 

16:45 - 17:00 Prize giving Winners announced, go home Partners, Everyone 

 

 


